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Abstract

YoungDeveloperHub is a website application made to assist students in learning and
enhancing their abilities like technical and non-technical skills such as programming
or teamwork skills. The platform makes use of cloud computing resources to de-
liver an extensive and engaging learning environment. With YoungDeveloperHub,
students have access to a wide range of learning materials and tools. This is made
possible through posts, These posts were made by other students in their relevant
fields. Thus, creating opportunities to learn from each other. They can find inter-
active exercises, lessons, and jobs or internships that are available. Along with a
personalized dashboard that tracks students’ posts made. The program also features
a social community where students can interact with the admin to request relevant
topics. YoungDeveloperHub offers the tools and assistance students need to improve
as learners and developers, regardless of their level of programming experience. The
issue of traditional learning environments’ lack of personalization and restricted ac-
cess to educational resources and too much irrelevant information posted by anyone
online. Goal to give students all across the world a scalable and accessible platform
by employing cloud services. Also provide a variety of instructional tools and content
because the cloud permits enormous storage and processing capacities. Furthermore,
real-time data processing and analysis are possible because of Hub’s cloud-based ar-
chitecture. The utilization of cloud services offers students a safe and dependable
platform for collaboration and connection. Within a safe and secure environment,
they can collaborate on group projects by leaving comments and feedback, shar-
ing their work, and exchanging feedback. In general, YoungDeveloperHub’s usage
of cloud services allows it to offer students a thorough and individualized learning
experience, assisting them in becoming better learners and programmers.
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Chapter 1

Introduction

This chapter we provided an overview of the platform and represents the context of
the project, including the problem it seeks to solve and the solution it offers. This
also explains the approach taken to develop the platform and the significance of cloud
computing technology in delivering an accessible and scalable learning environment.

The goal of this project was to develop a program that would be useful to a group
of young students or developers who are in pursuit of their early career or degree
in Computer Science. A place where they can exchange knowledge, familiarity, and
skill in order to support one another while they pursue their goals as coders. The
web app was created with the intention of making it simple for the group to share
information while collaborating toward the common goal of enhancing members’
skills. This project involved choosing a certain population, specifying the require-
ments for the app, and then carrying it out through deployment using cloud services.
To initiate the application’s creation, an analysis was made to examine what neces-
sities and specifications were required for the intended audience. This examination
involved thorough research as well as interacting with community members in order
to identify which features would be most advantageous for them. This was achieved
by interviewing [D] people who are enrolled in the Universities or talking to graduate
developers. By using this information, an outline of necessary app requirements was
created.

Modern software practices such as agile methodology alongside consistent integra-
tion and deployment were utilized during construction. Programming languages
including React.js, Node.js, and Swift along with Cloud Technologies such as Mon-
goDB Atlas and AWS played fundamental roles in building this new technology.
The resulting output is a program that offers various services and the ability to
help the targeted audience. These comprise forums for conversation, exchange of
information, and easy access to the most relevant educational materials. The web
app is positioned on a cloud base that can be effortlessly approached by users from
Computer Science. Evaluation of the final product required trial runs conducted by
Computer Science students who provided comments towards discovering areas need-
ing improvement as well as future optional futures that this app can have. All in
all, this project manifests technology’s potential in enabling communication between
students and young developers to create that bridge while still being user-focused
to create that advancement in better and more effective learning.
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1.1 Background and context of the project

Computer Science students deal with a lot of challenges in pursuing their degree.
There is limited access to educational resources, especially during a pandemic, a
lack of personalization, and sometimes students are restricted in communication
and collaboration with each other. In today’s age, there is a growing need for a
personalized and accessible learning platform that can help students overcome these
challenges and enhance their abilities not only grow as developers but evolve as the
best students who help each other in their pursuits of education, experiences and
learning.

The YoungDeveloperHub platform is designed to address these challenges and pro-
vide students and young developers with an engaging learning platform just like
Canvas but more concentrated on team collaboration. The platform offers a wide
range of learning materials such as students sharing their lecture notes, exam strate-
gies, graduate roles, and their experiences. The coding tool was implemented to give
some interactive exercises as well as a personalized dashboard that tracks students’
and developers’ posts made by them. Additionally, the integration of popular posts
to show and give recognition to those users for their effort in helping other students
and developers.

The need for a personalized learning platform is not new. There are numerous
systems and applications in the market that are available with similar features and
benefits but however, but many of these systems have limitations, such as high
costs, limited scalability, and convoluted content that is most relevant to students
and young developers. Once again YoungDeveloperHub platform goal is to address
these limitations by utilizing cloud computing technology to deliver a scalable, cost-
effective, and accessible learning environment that can be updated and expanded
easily.

Cloud computing technology has been rapidly advancing in past recent years. The
use of cloud services enables platforms to provide storage and processing capacities.
This offers a variety of features and content to the users. The use of cloud services
makes development faster, cost-effective, and scalable. Nevertheless, the cloud-based
architecture allows for real-time data processing and analysis, which can be used to
personalize the learning experience for each student and young developer.

The start of the development of this platform was motivated by the need to provide
a better learning experience for students and young graduates in pursuit of their
degree or their dream future job. As a student, having experienced the challenges
and limitations of traditional learning environments firsthand, especially during the
pandemic, it showed its flaws such as that there was a need for that kind of platform
to be needed to improve learning for students and young developers. Having spent
time interviewing [D] current students, graduates, and graduate developers with
their expressed criticism that a platform like that, if it existed could have improved
their interaction with their University colleagues during their year’s studies, such as
working on a team-based project, and their personal skills such as teamwork and
communication. This showed the need for a personalized and accessible learning
platform that could enhance students’ skills and provide a supportive community
between them. The YoungDeveloperHub platform is the result of this.

CHAPTER 1. INTRODUCTION
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In conclusion, the YoungDeveloperHub platform is a cloud-based learning platform
designed to address the challenges and limitations of traditional learning environ-
ments that are either too convoluted or irrelevant information that makes life much
more complicated than it has to be. This platform provides an engaging learning
environment, with tools and a supportive community that create this safe space for
students to get motivated and stay on track with their pursuits and their goals.
The use of cloud computing technology enables the platform to deliver a scalable,
cost-effective, and accessible learning experience that can be updated and expanded
easily in the future.

1.2 Objectives and goals of the project

This platform was designed with specific objectives and goals in mind, which are
developer-based and research-based objectives. These objectives are to provide stu-
dents and young developers with a comprehensive and engaging learning environ-
ment that would enhance their skills. Which also is to increase collaboration and
communication among each other. This platform will solve the issue of not be-
ing limited only to laboratory hours spent working together or just a few small
team-based projects that happen rarely during the four years of their degree. The
following specific goals were identified at the start:

1.2.1 List of Developer-Based Objectives
1. Full Stack Application with modern Ul features and backend
2. AWS cloud service (IaaS) hosted and uses range of cloud services

3. Dashboard-style application that let students from all over the world discuss
internships, courses, notes, CV advice, etc.

4. Personalized sharing and learning experience for each student and developer,
based on their learning styles, knowledge, and skills.

5. A wide range of learning materials posted by users and tools, including online
coding tools.

6. Create a social community circle where students and young developers can
interact with each other and share their work together on projects, jobs, etc.

7. Implementation of cloud computing services to deliver a scalable, cost-effective,
and sharing learning environment.

8. Admin feature that keeps track of learning materials and tools provided by
users that are up-to-date, relevant, and informative.

9. Feedback system from students to improve the platform in long term and
ensure that it meets their specific needs.

10. Successful deployment of the application on cloud service (EC2)

CHAPTER 1. INTRODUCTION
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1.2.2 List of Research-Based Objectives

o To assess the effectiveness of the platform in promoting knowledge shar-
ing and collaboration among the target audience of young students and
developers pursuing a career or degree in Computer Science.

o To identify the key features and functionalities that are most valued
by the platform’s users, as well as areas for improvement and further
development.

» To explore the potential impact of cloud computing technology on the
accessibility and scalability of the learning environment, and its implica-
tions for the future of education.

o To compare the platform to other similar tools and resources available
to the target audience, and to evaluate its strengths and weaknesses in
relation to those alternatives.

1.3 Importance of the Platform: Design and Goals

These objectives and goals were identified through a combination of research, analy-
sis, and interviews [D] with students and young developers. The goal of providing a
knowledge and skill-sharing platform between those targeted users. Having students
and young developers share their learning materials, tools (e.g IDE like vscode for
programming), skills, and experiences (during internships) was made clear at the
start as necessary to ensure that the resources posted by these enhance their learn-
ing together as a team. This social community circle made by this platform was
seen as a way to promote collaboration and communication for these users to grow
as better students and work as real software engineers in the future.

Utilizing cloud computing technology was seen as the best way to provide a scalable
and accessible learning environment. The platform could be accessed from anywhere
in the world, making it ideal for studying remotely. Referring back to the pandemic,
once it started laboratory hours and working together were limited to online calls
and there was a lack of collaboration between students. Providing this platform
to these users not only opens a new space for opportunities to work remotely but
also gives a chance to spread awareness that they are not alone in this pursuit of
this degree or the future dream job of becoming a developer. Additionally, the use
of cloud services enabled the platform to provide enormous storage and processing
capacities, making it possible to offer a variety of content that can be shared between
users.

The need to establish that the learning materials, knowledge, skills, and tools that
were posted were up-to-date, relevant, and informative was seen as essential to keep
this in order. A feature of introducing an admin that can keep control of what is
posted by the users, similar like a management tool. The feedback from early users
that created accounts in the platform was used in such a way to continually improve
the platform and make sure that it remained true to its goals and objectives that
were outlined initially.

In conclusion, the platform was designed with specific objectives and goals in mind,

CHAPTER 1. INTRODUCTION
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including providing a personalized learning experience and offering a wide range of
learning materials, knowledge, skills, etc. Hence creating a social community cir-
cle platform, that utilizes cloud computing services, that provides up-to-date and
relevant content, that incorporates feedback from students and young developers.
These objectives and goals were identified through a combination of research, anal-
ysis, and interviews with programming students and were recognized as essential to
enhancing to create of a community cloud for knowledge/skill sharing.

CHAPTER 1. INTRODUCTION 1



Chapter 2

Literature Review

2.1 Overview of existing systems and applications
in the field

This part of the project focused on identifying existing research related to the use of
technology to support collaborative learning and knowledge sharing among students
and young developers, these include platforms such as StackOverflow, e-learning
sites such as LinkedIn Learning, Skillshare, and many more. Several studies have
demonstrated the benefits of collaborative learning in higher education, including
improved critical thinking, problem-solving, and communication skills. These online
discussion forums, social media platforms, and project management tools have a lot
of useful features but they lack to have a specific target audience just specifically
computer science students and young developers. Anyone can create an account
and post anything. Too much irrelevant information can make it jarring for anyone
who is new to the field and be overwhelmed. This project aims to address by
developing a custom application tailored to the needs of this particular community.
The literature review played a critical role in informing the design and development
of the application, by identifying best practices and trends in the field, as well as
potential challenges and limitations.

2.2 Review of relevant literature and research stud-
ies

Collaborative learning and knowledge sharing are key components of many higher
education programs, particularly in fields like computer science and software en-
gineering. In these fields, students are often required to work together on group
projects and assignments, and to share their knowledge and skills to achieve common
goals. Collaborative learning can help to improve critical thinking, problem-solving
and teamwork skills, as well as create a sense of community that support students
that can be available outside laboratory hours. A sense of safe space and feeling that
you are not alone in this pursuit of the degree, interships or that dream graduate
role. Similarly, this interaction between Computer Science students and developers
helping each other will enhance learning outcomes and their skills at the same time

2
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by providing students with access to a wider range of resources, experience, and
expertise from each other. This should eliminate the factor of students looking else-
where on Google search which again provides way too much information, especially
the chances it’s irrelevant to the student or developer.

Research has shown that students who engage in a collaborative environment are
more likely to succeed academically and develop the skills needed for success in their
future careers. From experience and working in a software company collaboration,
communication and teamwork play a vital part of completing a task and this should
give the members of this app an early start to be working like not a student but
more like a software engineer.

2.3 Identification of gaps, limitations and oppor-
tunities for the project

Despite the growing popularity of collaborative learning and knowledge sharing in
higher education, there is a lack of specifically focused on collaboration and knowl-
edge sharing among students and developers. There is a need for a platform that
explores the potential of technology to enhance collaboration and knowledge sharing
only among students and developers. While there are a variety of digital tools and
platforms available that can support collaborative learning and knowledge sharing,
there is limited places where student and developers have a place to work together
to the common goal of sharing and helping each other. Some web apps may be too
complex or too technical, while others may not provide the necessary features and
functionalities to support collaboration and knowledge sharing which can be rele-
vant to the users. As such, there is a need for research that evaluates existing apps
and identifies gaps and limitations in their functionality, usability, and suitability for
student and developers. Another issue here may be differences in learning styles and
preferences that need to be taken into account when designing and implementing
collaborative learning and knowledge-sharing tools. This is the main reason to have
a specific group instead anyone is just able to create an account and post anything
they want. Targeting only a specific group can change this dynamic. This supports
students’ approach to learning and tries to create an emphasis on teamwork. Ad-
dressing these challenges and limitations is important in order to ensure that this
platform is effective and accessible, to solve issues of people being lost in millions
of information and making life difficult for them. As mentioned Computer Science
area is evolving constantly and technologies changes. Other platforms are focused
on general populations of students rather than specific communities or subgroups.
By addressing these issues above in the project this should create the project that
will create that environment we are after for. Aim is to contribute to a better un-
derstanding of technology that can be used to support collaborative learning and
knowledge sharing among student developers.

2.4 Opportunities for innovation and improvement

There are several limitations and areas for future improvement that should be noted.
One limitation of the current application is it is limited to one community. As it is

CHAPTER 2. LITERATURE REVIEW 3
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designed specifically for the community of young student and developers who share
their experience, knowledge, and skills. Future iterations of the application could be
expanded to include other communities or to support collaboration and knowledge
sharing. Additionally, while the current application includes several key features and
functionalities, there may be additional features or third-party integrations that need
to be explored such as assistance from Al or a feature where students can nominate
students for their contributions to being active students that contribute in helping
other people in the platform. Overall, while the current application is effective in
supporting the needs of the target community.

Based on the findings and limitations of this project, several tweaks can be made for
future research and development in the field of collaborative learning and knowledge
sharing. First feature, explore the potential of the application to support other
communities beyond just young students and developers. For example, have the
ability to host different communities that has a slightly different version of the app,
which does the same things as it did for the original target community. Maybe
even going further having each specific University course have their sub community
and people interact and learn from each. Keeping the integrity of having specific
audience but giving an opportunity not only Comnputer Science student to have this
platfrom only to them. Second feature, the application could be further developed
to include additional features or third-party integrations, that could enhance its
usefulness and effectiveness such integrating set of management tools or API’s. Big
example is integrating Canvas API, so that people can have ability share lecture
notes on specific course material, making life easier for people to learn from each
other. For example how to write notes better in class. Finally the third and final,
research could be expanded into exploring the potential of using Machine Learning
for the application to able predict what student is looking for. Overtime the app
may get convoluted with information and instead implemntation search bar, an
AT could make it more effective for a user to find material faster. Overall, these
recommendations highlight the potential for continued research and development
in the field of collaborative learning and knowledge sharing, and suggest several
directions for future work in this area.

4 CHAPTER 2. LITERATURE REVIEW



Chapter 3

Project Requirements

In this chapter, the goals and requirements of the project are identified and dis-
cussed. The chapter outlines the technologies, tools and cloud services utilized in
the development of the platform, including a comparison of the popular cloud com-
puting services, AWS and Azure. The chapter also discusses the criteria used to
assess the success of the project and identifies potential risks and challenges.

3.1 Project Goals and Scope

Diving into more detail on a more technical level of what the application needs to
achieve using the appropriate technology and tools. The scope of work includes
the front-end, back-end, and cloud service integration with the following tools and
languages. This includes the appropriate language for the client and server side. Also
having the best cloud service provider that will help to achieve the goals outlined
previously. The main goals were to choose the best languages, and the most cost-
effective and well-optimized cloud services.

To develop a full-stack application Vscode IDE was chosen due to its capabilities in
terms of available libraries, quick testing features and ability quickly host the web
app on localhost in web preview feature. For the front end, React.js was chosen,
as React makes it easier to create interactive user interfaces. The requirement for
the simple views for each state, which is easier to create in the application, and also
React efficiently updates and renders components when data changes. Those views
make code more predictable and easier to debug.

For the back-end that will be hosted on the AWS cloud services, Node.js was chosen
as it supports many frameworks and offers high performance for real-time applica-
tions which we are developing to achieve. The application will be a dashboard-style
platform that allows students from all over the world to interact with each other and
share information on internships, courses, notes, CV advice, and other related topics
which are important because the best and most optimized back-end languages are
used as a lot of data and background required.

The front-end of the application will be developed using a JavaScript framework
such as React.js. The user interface will be requiremented to provide a seamless
and intuitive user experience. The front-end will be responsible for displaying the
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content, handling user interactions, and providing real-time updates. The Material-
UI was chosen due to its features that suit very well the application, it offers a
comprehensive suite of Ul tools to aid in new features faster. It comes with pre-made
U, a fully-loaded component library, and easy-to-convert already own requirement
systems to production-ready components.

The back end of the application will be developed using MongoDB and Node.js. The
back-end will provide a dedicated system for saving users’ credentials and posting
content. It will also manage user authentication and authorization, data storage
and retrieval, and API integration. API will be used from the Rapid API host site
that offers a wide range of different APIs. The one for developing the online coding
compiler is JudgeO Extra CE which is the most advanced open-source online code
execution system in the world.

3.2 AWS vs Azure

Comparative Study between AWS and Azure

Feature AWS Azure

. . .. Easy to learn for Windows users. Easy
E £fU Has powerful features, flexibility and customization - ) ¥

ase o se _, . ) integration with Windows servers to create a
capability but comes with a learning curve . .
hybrid environment

There are open-source integrations possible with Native integrations with SQL, VBS, Active

Githubs, Jenkins, and Linux servers Directory, .NET, Linux and Hadoop

Integration

Pay as you go model, short term plans with

PriCing Pay as you go model with charges per hour of

usage. Instances can be purchased in some cases prepaid and monthly options

Cloud Market

O, O,
Share 4wt 307

Licensing More flexible Not very flexible but catching up

Figure 3.1: The figure above shows a comparison between AWS and Azure, two of
the most popular cloud computing platforms|1]

Figure 3.1 shows a comparison of features of AWS and Azure services. This in-

formation was from extensive reasearch on these articles to learn about computing
technolgies of AWS and Azure Services [2], [3], [4], [5].

3.2.1 Pricing

Pricing is a major factor to consider when choosing between AWS and Azure. Both
platforms offer a pay-as-you-go model, where you only pay for what you use. How-
ever, AWS tends to be more cost-effective for smaller workloads, while Azure may
be more cost-effective for larger workloads as our application is not being developed
for a huge workload [6].

6 CHAPTER 3. PROJECT REQUIREMENTS
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3.2.2 Services

Both AWS and Azure offer a similar range of cloud services, including computing,
storage, database, and networking services. However, AWS has a larger and more
mature service offering, with more than a hundred of services available, compared to
Azure’s around a hundred of services. More services provided means better support,
which makes it easier to implement the client and server-side easier as more options
to pick from [6].

3.2.3 Integration

Both AWS and Azure offer strong integration capabilities, with support for a wide
range of programming languages, operating systems, and third-party software. How-
ever, AWS has a stronger focus on open-source software and has more community
support with loads of documentation, video tutorials, and online courses, which may
make it easier to integrate with the application’s tools [6].

3.2.4 Scalability

Both AWS and Azure offer scalable cloud solutions that can handle large workloads
and provide high availability. However, AWS has a stronger track record when it
comes to scalability and has been used to handle some of the world’s largest work-
loads, including big companies such Netflix as one of the examples. Following the
track record, it is better to pick more reliable services that prove loads of professional
companies use such as the tech giants [6].

3.2.5 Ease of Use

Both AWS and Azure have a user-friendly interface and offer comprehensive doc-
umentation and support. However, AWS is often criticized for its complexity and
can be more challenging to set up and configure compared to Azure. This is where
Azure wins over AWS but this is not much of a disadvantage compared the above
challenges that AWS deals better than Azure services [6].

AWS and Azure are both strong cloud platforms that offer similar services and
capabilities. The choice between them depends on specific needs, preferences, and
the budget for which AWS is chosen. From the comparison, the cloud services for
the application will be hosted on AWS, and a range of services will be used to
achieve the project goals. For instance, Amazon S3 will be used for data storage
and retrieval, while Amazon SES will handle email communications and verification.
Amazon EC2 will be used for hosting the application, and other potential services
could be used such as Amazon Route 53 for domain name registration and Amazon
Cloud Services for content delivery will be integrated|[6] .

Overall, the project objectives are to develop a reliable, scalable, and secure full-
stack application that meets the goals of the project and the community of young
students and developers. The application is built using the appropriate languages
for front-end, and back-end and with the appropriate IDE (VsCode) [7]. The Cloud
provider AWS is the most cost-effective and well-optimized in offering these cloud
services. The end result will be a platform that achieves knowledge-sharing and
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skills among students and developers, who are pursuing their degrees and roles as
developers [6].

3.3 Technology Stack

The requirement of the application will be centered around providing a user-friendly
experience that incentives collaboration, knowledge-sharing, and a community be-
tween young students and developers. The summary of the application stack is that
it is made of three parts. One is the front-end, the second is the back-end and
the third and final is the cloud services. The application is developed using mod-
ern technologies, libraries, and frameworks that enable the integration of various
features and functionalities with cloud services.

o Front-end requirement
» Back-end requirement

e Cloud Service requirement

3.3.1 Front-end Requirement

The front-end of the web app is developed using a JavaScript framework React.js.
The front-end focuses on a modern, user-friendly user interface, that allows for users
easy navigation and also is intuitive to the user, which is easy to use. The Ul also is
optimized using Swift language if possible, if not then use standard React.js library
or normal CSS (depending on time), for mobile devices such as iOS and desktop
devices such as MacOS. Through the use of WKWebView, making sure that users
can access the platform from multiple devices. Using a platform-native view called
a WKWebView object, it is easy to integrate the web app into the user’s mobile
devices. Together with the native views of the app, a WKWebView displays HTML,
CSS, and JavaScript content to enable a complete experience on mobile devices.

The interface will feature a navigation menu, profile page, admin page, topics page,
and colorful interface that allow users to have a good experience when using and
traversing the app, either through desktop or mobile devices. Also, users will also
be able to customize their profiles such as their username and email.

The front-end requirement will also include features such as real-time updates which
are the search functionality in different categories of topics and notifications to the
emails when a new post is made in their favorite topics when they subscribe to
them. Real-time updates will allow users receive the latest information and updates
as they happen through the posts. Search functionality will allow users to easily
find relevant content within a category or the most popular posts. Notifications
keep users up to date about new posts or other important updates such as changes
in the topics. Another notification feature is the request topics to the administrator
of the web app platform. Users can notify the admin through a page called "leave
feedback” on important changes that are needed to improve the app in long-term.
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3.3.2 Back-end Requirement

The back-end of the application is developed using Node.js, MongoDB Atlas
for the database, and AWS for cloud services. Node.js is a single-threaded, open-
source, cross-platform runtime environment for building fast and scalable server-side
and network applications which is ideal for the web app building. It runs on the
JavaScript runtime engine, and it uses event-driven, non-blocking I/O architecture
(enables a single process to handle several requests at once. The I/O operations
are delegated to the system rather than blocking the process as it waits for them to
finish, allowing it to move on to the next line of code.), which again makes it efficient
and applicable for real-time applications. The requirement will focus on creating a
cost-effective, robust, and scalable system that can handle large amounts of data
and traffic from the user’s interaction with the web app. The back-end will be
broken down into controllers, models, routes and validators. These are responsible
for managing user authentication, authorization, data storage and API integration.

In Node.js, controllers imports required dependencies such the user and models,
AWS SDK, and various helper functions that exports multiple functions for example
to handle user registration. The models define data structure that contains schema
that includes properties such as name of the user, routes define endpoints and handle
HTTP responses, and validators ensure user input meets criteria for creating a
password and preventing common attacks like SQL injection attacks. Building this
requirement is crucial for making a scalable and maintainable web application for
this project.

Breakdown of the structure of the back-end

The breakdown of the back-end structure is shown in the figure below (Figure 3.2).
It includes several key components, including controllers, models, routes, and val-
idators.

To conclude the backend requirement that includes features such as routing which
refers, to how an application responds to a client request to endpoints, through the
HTTP request method GET, POST, etc. In addition, it deals with the user profile
authentications, a connection with the cloud database, connection with AWS cloud
services such as S3 service in the controller’s directory, content management such as
posts that include image files such as png, jpeg, etc. or pdf files, and handling data
storage. Content management enables users to create, publish, and share their own
content. This creates the experience of connection with others that share the same
interests and skills

3.3.3 Cloud Service Requirement

There is a range of different cloud services integrated to achieve the features of
this web app. The cloud services that are used in this app are AWS EC2 for
deployment. Amazon S3 will be used for data storage and retrieval, while Amazon
SES will handle email communications such as verification and email notifications.
As mentioned before Amazon EC2 will be used for the hosting of the application,
and other services such as Amazon Route 53 for domain name registration on the
world wide web.
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Figure 3.2: Breakdown of the structure of the back-end

The cloud service requirement will focus on creating a cost-effective, scalable, and
well-optimized system that can handle large amounts of traffic and data posted by
users. The requirement also includes features such as scaling which is the ability
to increase or decrease the resources to meet changing demand from users on the
platform that is being built. Load balancing distributes traffic and workloads to
ensure that no single server or machine is under-loaded, overloaded, or idle. In
general, having these cloud services integrated, there is a huge benefit of the web
app being optimized to various constrained parameters such as execution time, re-
sponse time, and system stability which overall improves the performance. Cloud
computing offers high availability which means, that infrastructure allows a system
to continue functioning as per normal, even when certain components fail, ensur-
ing that the platform remains available and responsive even during periods of high
traffic or demand to large numbers of users and data. This is a critical requirement
to the project as the web app as it should able to be robust in handling all the
oncoming traffic.

To end these sections, the requirements of the application are optimized for the
best performance, scalability, and user engagement. The front-end, back-end, and
cloud service requirement will work together simultaneously to create a seamless
and intuitive user experience that encourages knowledge-sharing and skills platform,
and also creates that community amongst young students and developers that are
pursuing their degrees and or their dream roles as developers.

3.4 Acceptance Criteria and Metrics

Acceptance criteria (AC) are the prerequisites that a piece of software or an
application must fulfill in order to be accepted by a user, a client, or other systems.
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They specify the feature behavior from the perspective of users and each user in-
teraction. The parameters of user stories are set by Acceptance Criteria. They give
developers a piece of accurate information on functionality that helps in determining
whether the feature is finished and functions as intended for the user [8].

The methodology used is BDD (behavior-driven development) which was learned
during work experience, which gives developers and testers a consistent framework
to use when deciding when to start and stop testing a certain feature. Due to the
upfront description of the system’s behavior, writing test cases takes less effort [9].

There is also the use of test-driven development (TDD), in which tests are written
ahead of any code. TDD makes ensuring that the code is written to match the
requirements outlined in the user stories and that it is extensively tested before
being incorporated into the system. This approach helps in detecting any issues or
mistakes with the code at the early stages of the development, consequently allowing
for simpler and less costly resolution. The team was able to use TDD to make sure
the code was of good quality and followed the user stories’ defined acceptance criteria
[10].

Figure 3.3 shows an example of an acceptance criteria template that includes these
statements. This template can be used by the development team to define and test
features, ensuring that they meet the requirements outlined in the user storyboards.

THE GIVEN/WHEN/THEN TEMPLATE

Scenario The name for the behavior that will be described

Given (a precondition) The beginning state of the scenario

When (something

The specific action that the user makes
happens)

Then (this the result) The outcome of the action in “When”

And Used to continue any of three previous statements

Figure 3.3: Example of Acceptance Criteria Template

3.4.1 Acceptance Criteria

« Contains a modern up-to-date and friendly user interface that allows for easy
navigation and interaction with the content provided by the web app.

o Allow users to create an account and share with others their knowledge or
interests and or skills.

o Allow users to create, publish, and share their own content (posts), such as
internships, courses, notes, and CV advice through images, pdf files, or de-
scriptions in posts.
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o Search feature that allows users to easily find relevant content in the topics
category.

e The app must provide real-time updates and notifications to keep users in-
formed about new topics or posts being submitted or created.

o A well-optimized Ul for mobile devices and desktops, ensuring that users can
access the platform from any device.

e The app must be secure and protect user data, with appropriate security
protocols and backups in case of attacks or downtime of the system.

o The whole app must be scalable and able to handle large amounts of data with
traffic, use of automatic scaling (a feature that allows to autonomously scale
cloud services like server capacity or virtual machines up or down depending
on circumstances like traffic) and load-balancing (that no single server or sys-
tem is overloaded, underloaded, or idle by distributing traffic and workloads)
features.

o The application must be cost-effective to maintain, with the optimized cloud
provider and development tools.

In this figure 3.4, a more in-depth look and research done during the process of
picking the best acceptance criteria using the TEAMWORK management tool

b X YoungDeveloperHub i List Board Table Dashboard  Files  Time  Miestones  Messages  More, + & Automate
eamworl < _ -
+ Quick add > O Categories A X

: Acceptance Criteria

1. The application should have a modern UI design and should be easy to navigate, allowing
students to discuss internships, courses, notes, CV advice, and other related topics.

2. The frontend should be implemented using a JavaScript framework like React s, and the
backend should be built with MangoDB and Node s, providing a dedicated system for saving
user credentials and posting content

3. The application should have a login and register system for users, allowing them to create
accounts, sign in, and manage their profiles.

4. The application should include an administration feature that enables authorized users to
delete irrelevant or outdated content from the app.

5. The app should allow students to share knowledge by posting content, including text, images
and videos, using a "Post” feature.

6. The application should be hosted on the AWS cloud service, and should integrate various AWS
services like 53, SES, and EC2 for verification, email notifications, and hosting.

7. The development process should include weekly sessions to prioritize tasks found in the
project backlog, use of storyboards to break down the workflow, and sprints of 2-4 weeks long
toimplement features

8. The application should undergo extensive testing to ensure its reliability, security, and
functionality before being deployed on the AWS cloud service.

9. The development process should include in-depth research on cloud services, such as AWS SES,
53, EC2, to explore their capabilities and how they can be integrated into the application.

10. The development process should use CI/CD for continuous development, testing, and
deployment of the application, ensuring that bugs are identified and fixed promptly

11. The application should be refined and debugged before deployment to ensure that it meets the
community’s needs and expectations.

12. The application should provide a useful platform for students to exchange experience,
expertise, and knowledge to support one another during their studies and employment as
developers.

o Upgrade now

. NiolisLozko ¢ Comments

Figure 3.4: Acceptance Criteria for a feature in a software development project.
The criteria include scenarios, acceptance tests, and the expected outcomes for each
scenario.

3.4.2 Metrics

o User engagement metrics such as the number of verified users, frequency of
visits, and interactions with certain posts or topics in different categories in
the platform.
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o Content metrics such as the number of posts, interactions, and popularity with
posts. Also comments, as well as the quality and relevance of the content to
the young students and developers.

o Performance metrics such as page load time, server response time, and error
issues.

 Security metrics such as vulnerabilities, penetration tests (SQL injection at-
tacks), and compliance with industry standards as the minimum requirement.

o Cost metrics such as cloud service usage and optimization, development and
deployment usage and optimization, and cost-effectiveness.

Overall, the acceptance criteria and metrics for the application will meet the needs
of our platform that is being built, while also providing a reliable, efficient, and
cost-effective web app that utilizes knowledge, skills sharing, and community place
for the targeted audience.

Figure 3.5 More in-depth look and research done during the process of picking the
best Metrics using the TEAMWORK management tool

YoungDeveloperHub i Lt Board  Table  Dashboard  Fies  Time Miestones  Messages  More..  + Automate
teamwork.
+ Quick add > © Categories

Al Notebooks 2 .

NoGatogory : Metrics

1. User Engagement: This metric tracks how active users are on the app, including the number of
users who log in, post content, comment on posts, and share content with others

2. User Retention: This metric measures the percentage of users who continue to use the app.
after registering, including how often they use it and how long they stay active.

3. Page Load Time: This metric tracks the time it takes for the app's pages to load, including the
home page, post pages, and user profiles.

4. User Satisfaction: This metric measures how satisfied users are with the app's functionality,

usability, and overall design

5. Content Popularity: This metric measures how popular different types of content are among
users, including the most viewed, liked, and shared posts

6. Error Rates: This metric tracks how often users encounter errors or bugs while using the app,
including broken links, slow loading times, and other technical issues.

7. Conversion Rates: This metric measures how often users convert from being visitors to
registered users, and how often registered users become active participants by posting
content, commenting, and sharing with others.

8. Traffic Sources: This metric tracks where users are coming from, including referral traffic from
social media, search engines, and other websites.

9. Geographic Distribution: This metric measures where users are located geographically,
including the number of users in different countries, regions, and cities.

10. Performance Metrics: This metric measures the performance of the AWS cloud services used to
host the app, including the response time, uptime, and other key metrics.

11. Revenue Metrics: This metric tracks how much revenue is generated by the app, including
advertising revenue, premium features, and other revenue streams.

12. Security Metrics: This metric measures how secure the app is, including the number of security
breaches, unauthorized access attempts, and other security-related issues.

Comments

Figure 3.5: Metrics for evaluating the performance of a software development
project.

This figure is described as an example of Metrics for evaluating the performance of
a software development project.

3.5 Risks and Mitigation Strategies

3.5.1 Technical Risks:

The risks were assessed that the development may encounter technical issues during
the implementation of the project, such as compatibility issues with cloud services
or problems with the application’s performance when trying to use cloud services
such as connection to S3 service, SES sending emails to spam folder to user’s inbox
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or MongoDB Atlas not being connected in the back-end. These were the first issues
that were in assessment and found in development.

Mitigation Strategy: To mitigate this risk, in the development is to conduct
regular testing and debugging to identify the cause of technical issues as soon as
possible. One way was to use Postman (Postman is a cross-platform application
that includes tools to use for both test API calls and confirm their responses. It is
an HTTP client that tests HT'TP requests, using a graphical user interface, through
different types of responses that need to be validated and verified that are working
as intended) to test HHTP requests and other services such as cloud services before
making full implementation with the front-end, so is compatibility and optimal
performance.

Figure 3.5.1 shows an example of mitigating the risk of the project.

Home Workspaces v APl Network v Explore Q_ search Postman [CEelE o1 Upgrade
2 My Workspace New Import (& Overview Untitled F http:/fic https:/iv https:/fa httpi/floc T https:/fa http:f/lo 4+ eee nme: B
0] + = http://localhost:8000/apiflogin B save v oo El
llections
v testing-front-and-back-end
http://localhost:8000/apiflogin POST ~  http:/flocalhost:8000/apiflogin Send v =]
Paramse  Authorization Headers (10) Body®  Pre-request Script  Tests  Settings Cookies <>
form-data x-www-form-urlencoded raw binary GraphQL JSON v Beautify @
1
83 1 lozkol7@gmail ®
d N tpassword
&z 4 3
oG
Flows
A “/’ :
o ~°
N 2
B N\ L
Click Send to get a response
B o £ Console @ Cookies " Capture requests ER L B e O

3.5.2 Time Management Risks:

The development may encounter delays in completing certain sprints, causing the
project to fall behind schedule.

Mitigation Strategy: To mitigate this risk, the development is to prioritize tasks
and set realistic timelines for completion that were outlined in the Project Outline re-
port with the key dates. Furthermore conduct weekly sessions with the supervisor or
storyboards review that the most essential tasks in the two or four-week-long sprints
are completed accordingly and in the proper order. Additionally, storyboards and
sprints are broke down the workflow and manage time efficiently through manage-
ment software from a company "TEAMWORK” where the experience was gained.

3.5.2 Breaking down the development sprints and having specific feature done in the
certain timeframe.
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3.5.3 Security Risks:

There is a risk that the application may be vulnerable to cyber attacks, which
may compromise user data and other information that may be confidential e.g user
credentials.

Mitigation Strategy: To mitigate this risk, implement robust security measures
that comply with industry standards, such as encrypting sensitive data like pass-
words with salt, using multi-factor authentication for activating user accounts or
sign-in, and regularly looking at security protocols that are available.

3.5.4 User Adoption Risks:

There is a risk that the target audience may not adopt the application as expected,
resulting in low user engagement and adoption.

Mitigation Strategy: To mitigate this risk, conduct extensive user research and
testing is to ensure that the application meets the acceptance criteria. It is vital
also that the web app holds up to the needs and expectations of its target audience.
The platform has to prioritize user experience and features that are user-friendly
and easy to use.

Figure 3.5.4 shows an example of research done in the development of potential
risks.
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Risks and Mitigation Strategies

Chapter 3 has provided an overview of the project requirements such as the front,
back, and cloud requirements. Having established acceptance criteria with risks and
mitigation. The most important also having the goals and scope of work that is
needed in the development of the YoungDeveloperHub platform. The chapter also
covered the assessment of the project’s success and identified potential risks and
challenges. In Chapter 4, will shift more focus to the requirement decisions made
for the platform. This chapter will explore the user interface, modern requirement
principles, and the role of requirement and management tools in the web app. By
the end of this chapter, readers will gain an understanding of the requirement choices
that make the YoungDeveloperHub platform a user-friendly and visually appealing
application.
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Chapter 4

Design and Architecture

This Chapter focuses on the design and architecture decisions made for the Full
Stack Application with modern Ul front-end and back-end, which is then hosted on
the AWS cloud service, so the platform can assist young students and developers
in sharing their experience, expertise, skills, and knowledge in order to support one
another while pursuing their degrees and in their employment as developers. The
design and architecture of the application is based on a dashboard-style platform
that allows young students and developers to discuss internships, courses, notes,
CV advice, and other related topics in their degrees or roles. The chapter dives into
user interface design and architectures and modern trends in the industry that are
made in front-end, back-end, and cloud. Some examples that are discussed such
as accessibility, consistency, and intuitive and purposeful design and architectures,
which are used to create a visually appealing and user-friendly application. The
role of design and architecture tools in the design and architecture is vital to create
initials look of the platform, such as Figma is used to deliver these design and
architectures. It is also important in highlighting their importance in improving
progress in building the platform as it ensures that design and architecture goals
were met and set a clear path of what needs to be achieved, polished, or modified.
By the end of this chapter, readers is to have gained insight into the design and
architecture choices made for this app.

4.1 Overview of the system design and architec-
ture

The system design and architecture for the application is to consist mainly of a mod-
ern user interface that contains a dashboard that allows users to discuss internships,
courses, notes, CV advice, and other related topics. That front-end interacts with
back-end that has an established a connection database and to cloud services.

From the front-end side of the application, the decisions is made to built the interface
using a JavaScript framework such as React.js. Reason for this choice is that React.js
provides multiples features, frameworks and libraries that can make the web app high
quality. It allows for the creation of highly responsive user interfaces that can handle
complex interactions between components and rendering with each pages that are
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loaded. For the developers, React.js, can build high quality, feature-rich, intuitive
and engaging application for the targeted users. It also uses a component-based
architecture that makes it easy to create reusable Ul elements that can be utilised
to build bigger and more complex interfaces that are needed for YoungDeveloperHub
platform. This create the opportunity for the app to be flexible and more modular.
In addition, React.js has a large and active community of developers, which means
that there are loads of resources available for learning, debugging, tutorials, examples
and libraries such as Material-UIL. Overall, this makes ideal choice for building highly
responsive and feature rich user web app that can meets minimum standard in the
industry for modern design and architecture of the web application.

From the back-end side of things, Node.js is a powerful and efficient choice for
building back-end architecture due to its capabilities in handling user data storage,
retrieval and how it integrates very well with front-end and cloud services which is
vital to the project. Server-side JavaScript run-time enables to build with ease, fast
and scalable web application, making it an ideal design and architecture decision
for building modern web app that require high performance and also being respon-
sive. By leveraging Node.js, the architecture of the back-end is to robust that can
handle large amounts of data with ease, requests, connections and create seamless
integration with client-side and cloud services. Nevertheless Node.js is great part of
the technology stack for the app that can result in a high-quality architecture that
meets acceptance criteria of the application.

Design and architecture decision for selecting AWS as the cloud provider and services
is that it can lead to a highly scalable, secure, and reliable host environment. AWS
offers a broad range of cloud services that meets the acceptance criteria and goals
established in earlier chapters for the project. From the storage and hosting it is
ideal cloud provider for the project. By utilizing these services that AWS offers
such as S3, SES, and EC2, the web app can have a scalable infrastructure that can
easily be modified or adapted to the needs. As the application is in development
stages these things then can be applied. AWS also offers powerful tools for scaling
resources which allows the application to handle spikes in traffic when more users
join the platfrom, this is essential to the overall app as it achieves being robust and
reliable. To add more on the reason for this design and architecture decision, it
also offers a highly secure hosting environment that can help to protect confidential
user data and prevent unauthorized access. This range of security features and
tools, such as firewalls, encryption, and access controls, that can ensure that the
website application is highly secure. The other services also offer a range of other
functionalities, such as email verification and management, that can enhance the
overall functionality and reliability of the application.

To summarise this, the system design and architecture decisions from all aspects of
the application is vital as it provides a solid foundation in development process and
a reliable, secure, and scalable platform for young students and developers to share
their knowledge, experience, and skills with each other.
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4.2 Tools and Technologies Used

Designs

Figma is used for designing, architecting, and prototyping the user interface
of the application. It enables a preview of the app and gains some crucial
feedback on the app’s design and architecture before it’s built. Documentation
for Figma can be found at [11]. All the original designs can be found here as
shown in Appendix A using Figama B.1

Frontend

The frontend of the application is built using React.js and Material-UI. Doc-
umentation for React.js [12] and for Material-UT [13].

Backend

The backend of the application is built using Node.js. Documentation for
Node.js can be found at [14].

Cloud Database (MongoDB Atlas)

MongoDB Atlas is used as the cloud database for the application. Documen-
tation for MongoDB Atlas can be found at [15].

Cloud Services

AWS cloud services such as S3, SES, and EC2 are used for the application.
Documentation for AWS cloud services can be found at [16].

CI/CD (LaunchDarkly)

Continuous Integration and Continuous Deployment (CI/CD) is implemented
using LaunchDarkly. Documentation for LaunchDarkly can be found at [17].

Management

TEAMWORK Project and Management Software is used to manage the project.
Storyboards are used to break down the workflow. Documentation can be
found at [18].

4.3 System Components and Interactions

The application design and architecture is to consist of the following components

[19]:

4.3.1 User Interface and Experience

The UI/UX (user interface or user experience) is designed and architected using
Figma and implemented using React.js with Material-UI. The UI/UX allows users
to navigate the app with ease, create and manage their own profiles, post, and view
topics, and interact with the admin.
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4.3.2 Authentication and Authorization

These components are implemented using Node.js and MongoDB Atlas. Which
allows users to create accounts, log in, reset passwords and access the app’s features
based on their roles and permissions.

4.3.3 Data Storage

The data storage component is to use MongoDB Atlas to store user data, posts, and
other content. AWS S3 is used to store media files such as images, docs, links, pdf,
and videos.

4.3.4 API and Back-end Services

The API and backend services are implemented using Node.js and is to interact with
the data storage component to retrieve and update data. AWS SES is to be used
to send email notifications to users as one of the examples from the many.

4.3.5 Cloud Infrastructure

The app is hosted on AWS EC2 instances for scalability and reliability. The cloud
infrastructure use of AWS Route 53 for DNS management, and AWS CloudWatch
for monitoring and logging.

4.3.6 External Services

The app is to integrate with external services such as Rapid API [20] for the coding
tool integration.

To offer a seamless and safe user experience, these components interact with one
another. The user interface communicates with the API and back-end services to
gather and display data such as compiling the code. Then sends the output to be
verified as a request and then receives the output which is then sent as a response
and printed on the user’s screen. Meanwhile, the authentication and authorization
component limit access to the app’s features based on user roles and permissions.
The cloud infrastructure makes sure the app is accessible to users, that the app is
responsive, and that the data storage component provides persistent storage for user
data and content. The integration of external services is the last step in giving users
more functionality and value. This again brings this opportunity to code outside
laboratory hours and share it with people in the app as a screenshot or a file in the
post. [20]

4.4 Design and Architecture decisions and Trade-
offs

The following design and architecture decisions and trade-offs have been made during
the development of the application during the cloud services integration from the
back-end and front-end of this application with provided information [21]:
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4.4.1 Scalability vs Complexity

One of the main design and architecture decisions is to prioritize scalability over
complexity because it is important to have the best possible app performance. The
application’s code is to be hosted on AWS EC2 instances to accomplish this, en-
abling it, to scale up or down in response to demand as how many requests made by
users is one of the examples. However, this choice comes with a complexity trade-off,
because the application has to operate numerous instances and handle the data that
is being provided or fed.

4.4.2 Security vs Usability

Another key design and architecture decision is to prioritize security over usability.
To achieve this in this app, the app implements strong password authentications,
and multi-factor authentication (MFA) such as an email verification process through
SES. However, this decision comes with a trade-off in terms of usability, as many
users may find the additional security steps and measures inconvenient and may
require more work when using the app. The challenge is to have balance so not to
interfere with user experience but also maintain good security for the user.

4.4.3 Flexibility vs Consistency

Also to add to design and architecture decisions is to prioritize flexibility over con-
sistency in terms of user-generated content. To achieve this, the app allows users to
post content in various formats and attachments such as images, files, etc. However,
this decision comes with a trade-off in terms of consistency, as the app may have
to deal with a wide range of content types and formats such as pdf, videos, and
images, which makes it more challenging to store, display and organize content in
the correct way and keep the UI uniformed and consistent.

4.4.4 Integration vs Complexity

An important design and architecture choice is made to prioritize integration with
external services such as Rapid API as one of the examples to provide additional
functionality to users. However, this decision comes with a trade-off in terms of
complexity, as the app is to have to interact with multiple APIs and data sources,
increasing the complexity of the app and requiring additional testing and mainte-
nance over a period of time and during the deployment and have problems with
performance as well which needs to be consistently monitored to make sure these
services keep working with the application. Having a backup plan or error page in
case these services are down is very important

4.4.5 Performance vs Cost

In order to optimize cloud infrastructure performance, a strategic choice is made
which is the importance of efficiency over expenses. To mitigate costs, the appli-
cation is to be hosted through cost-saving alternatives such as AWS EC2 free tier
and MongoDB Atlas as DynamoDB atlas charges for cluster use. This decision still
enables the app to achieve high performance and availability while keeping the cost
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that is required in cloud infrastructure to the minimum. This proves how it is still
possible to have a fully functioning app with no extra costs.

By making these design and architecture decisions and trade-offs, the app is scalable,
secure, and flexible which meets the needs of young students and developers pursuing
their degrees and employment as developers.

4.5 User interface design and architecture and us-
ability considerations

The user interface (UI) of the application is to be designed and architecture with
the following principles in mind with provided research [22]:

4.5.1 Simplicity

The Ul is to be designed and the architecture is to be simple and easy to use, with a
minimalist design and architecture that reduces clutter and distractions. Users are
to be able to navigate the app easily and find the features they need without being
overwhelmed by too much information.

4.5.2 Consistency

The UI is to be designed and architected with a consistent style and layout across
all pages to make it easier for users to navigate and understand the app. Consistent
use of colors, typography, and icons is to help users identify different sections of the
app and perform actions without confusion to users of this app.

4.5.3 Accessibility

The UI is to be designed and architected with accessibility in mind, with features
such as highly vibrant colors, larger fonts, and smart shorcuts in UI to make it easier
for users to navigate quickly around the app and get familiar with it fast.

4.5.4 Mobile Responsiveness

The Ul is to be designed and the architecture to be responsive and optimized for
mobile devices, allowing users to access the app on the go. The app is to be designed
and architected with this mindset to make sure that the most essential features are
accessible on any size screen like popular devices such as iPhone and Android phones.
C.23

4.5.5 Usability Testing

Usability testing is to be conducted throughout the development process to ensure
that the Ul is intuitive and easy to use for all users. Feedback from users is to be
incorporated into the design and architecture process to make sure that the app
meets the needs of young students and developers.
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By following these UI design and architecture principles and usability considerations,
the app is to be able to create a user-friendly and accessible application that is
optimized for both desktop and mobile devices.

4.6 Client-side architecture

4.6.1 Components

React.js uses components as its building blocks, allowing for reusable and modular
code. Using a range of components to build the user interface of the application,
such as forms for user input, cards for displaying content, and models for displaying
pop-up messages for example when user logins or creates a new post.

4.6.2 Controllers, Models, Validators, and State Manage-
ment

Full Stack Application is also utilizes the MVC (Model-View-Controller) architecture
pattern, which separates the application into three interconnected parts: models,
views, and controllers.

o Models: is to be used to manage the data and the database schema of the
application.

o Controllers: is to handle the business logic and user requests, and is to com-
municate with the models to perform CRUD (Create, Read, Update, Delete)
operations on the data.

« Validators: is to be utilized to ensure that the data entered by users is valid
and meets the required criteria.

This architecture pattern allows for greater modularity and maintainability of the
application’s code, as well as providing a clear separation of concerns. By using
controllers, models, and validators, we can ensure that the application’s logic and
data management are handled in a consistent and efficient manner. Information
provided by [23]

Figure shows the overview of the architecture designs 4.6.2
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4.6.3 UI Framework

To enhance the user interface of the application, the use of a Ul framework called
Material UI. Material Ul provides a range of pre-built components and styles that
are designed according to Google’s Material Design guidelines [24]. Using Material
Ul is to help to maintain a consistent and modern design across the application while
reducing development time in terms of creating its own components from scratch.

4.6.4 Testing

To ensure the quality and reliability of the client-side code, it is important to thor-
oughly test it before deployment. Localhost testing can be an effective way to catch
issues early and ensure a smoother deployment process. By running tests on the
local machine, developers can quickly identify and fix bugs without the need for a
dedicated testing environment. This approach can help to streamline the develop-
ment process and improve the overall quality of the code. Also, use of the postman
which is a tool to test API and requests was essential before making changes in
the front and back end, this made sure that both sides received and displayed the
request and responses.

4.7 Server-side architecture

4.7.1 API

To provide a RESTful API for the client side of the application, is to be using Ex-
press.js, a popular and web application framework for Node.js. Express.js provides
a range of features for building web APIs, such as routing, middleware, and error
handling in the application.
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4.7.2 Database

To store and manage data for the application is to be using MongoDB Atlas, a
popular and flexible database that is well-suited for data storage. MongoDB Atlas
provides a range of features for managing data, such as it cloud-based, having high
availability and security, as important as it is used for storing users’ confidential
information such as passwords, IDs, and roles.

4.7.3 Authentication

To authenticate users in the application, middleware such as Auth and SES are
used. These middleware solutions provide a range of authentication strategies, such
as local authentication, making it easier to implement user authentication and au-
thorization in the application. By using these middleware solutions, the goal is to
ensure the security and privacy of user data and provide a seamless and user-friendly
authentication process for our users throughout the whole process.

4.7.4 Testing

To ensure the quality and reliability of the server-side code, is to be using localhost,
Postman, launchDarkly, and Node.js. That provides for testing server-side code,
such as asynchronous testing.Asynchronous testing helps to identify potential con-
currency issues and ensures that the server can handle a high volume of requests
without performance issues. Frameworks that test software systems, such as Mocha
and Jest, offer pre-installed backing for non-simultaneous testing. This function
permits builders to pen evaluation scenarios that process code not happening at
the same instant whilst preventing blockage of a server’s primary event loop. By
using all of these frameworks and tools, such as Node.js, Express.js, MongoDB At-
las, Postman, and LaunchDarkly goal to develop a server-side architecture that is
scalable, efficient, and secure. This is to help to ensure that the application can
handle a large number of users and requests (POSTMAN), while also maintaining
a high level of reliability and security.

4.8 Cloud infrastructure design and architecture
and deployment (AWS)

YoungDeveloperHub utilizes cloud computing resources through the Infrastructure
as a Service (IaaS) model, specifically with Amazon Web Services (AWS) to host
the application. This enables the platform to offer students a wide range of learning
materials, tools, etc. AWS’s security and compliance features, such as IAM, ensure
that the application is secure and compliant with industry standards. With IaaS,
the focus can be on developing and deploying the application, without worrying
about the underlying infrastructure, providing a reliable and scalable platform for
students and developers across the world. The application is to be deployed on the
AWS cloud platform, leveraging the following services:
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4.8.1 EC2 Instances

To achieve the goals of the YoungDeveloperHub application, the cloud infrastructure
design and architecture, and deployment to make use of Amazon Elastic Compute
Cloud (EC2) instance. EC2 provides scalable computing capacity in the Amazon
Web Services (AWS) Cloud, allowing the app to launch a virtual server as needed
based on demand. EC2 also eliminates the need to invest in hardware upfront which
enables the development and deployment of applications much faster.

The app is to be deployed across EC2 instance to ensure high availability, and this
instance can be scaled up or down based on demand. This is to enable the app to
handle changes in requirements such as growing popularity. Additionally, security
and networking can be easily configured through it.

By employing cloud services like EC2; the YoungDeveloperHub platform can provide
a variety of instructional tools and content. The enormous storage and processing
capacities provided by the cloud permit the platform to offer real-time data process-
ing and analysis. Furthermore, the cloud-based architecture of the Hub allows for a
safe and reliable platform for collaboration and connection between users. Within
a secure environment, students or young developers can collaborate on posts by
leaving comments and feedback, sharing their work, and exchanging feedback.

In summary, the utilization of EC2 instances in the cloud infrastructure design
and architecture and deployment of the YoungDeveloperHub application enables
the platform to offer students and young developers, a thorough and individualized
learning experience, assisting them in becoming better students and or programmers.
The scalability and accessibility of the cloud-based platform enable students from
all across the world to have access to a safe and dependable learning environment
that can help them develop technical and non-technical skills which can be learned
outside working or university hours [25].

Example, in this figure 4.8.1 shown the use and practice, of running the AWS EC2
instance.

26 CHAPTER 4. DESIGN AND ARCHITECTURE



Community cloud for knowledge/skill sharing

4.8.2 S3 Bucket

In addition to Amazon EC2 instance, the cloud infrastructure design and architec-
ture and deployment of the YoungDeveloperHub application is to use of Amazon
S3 buckets. Amazon S3 (Simple Storage Service) is a highly scalable and durable
cloud storage service provided by AWS, which stores data as objects like images or
pdf files are the many of examples.

The YoungDeveloperHub application is to use S3 buckets to store and retrieve data
related to user profiles, posts, and other learning materials. S3 buckets are designed
and architecture for 799.999999999 percent” durability and can automatically repli-
cate data, providing high availability and durability for the stored data [26] provided
by official documentation from Amazon Web Services.

The S3 buckets are to enable the application to store and access a large amount
of data at a low cost. The data stored in S3 can be accessed and retrieved from
anywhere, using simple web services. S3 buckets also offer built-in security features,
such as encryption and access control, ensuring the confidentiality and integrity of
the stored data.

The utilization of S3 buckets in the YoungDeveloperHub application is to allow for
easy and secure storage and retrieval of user-generated content, lessons, and other
learning materials. Additionally, the cloud-based storage service is to provide reliable
and secure access to data, ensuring that students have access to the materials they
need when they need them.

In summary, the utilization of S3 buckets in the cloud infrastructure design and
architecture and deployment of the YoungDeveloperHub application is to provide
a scalable and cost-effective solution for storing and accessing loads of different
amounts of data securely. All this provides students and young developers with
easy and secure access to the materials that they need to enhance their technical
and non-technical skills. [26]

In this figure 4.8.2 shown the use and practice, of running the S3 bucket, storing
some data as objects.
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4.8.3 SES

In addition to Amazon EC2 instances and S3 buckets, the cloud infrastructure design
and architecture and deployment of the YoungDeveloperHub application is to also
leverage Amazon SES services. Amazon SES (Simple Email Service) is a cloud-based
email sending and receiving service provided by AWS.

YoungDeveloperHub is to use Amazon SES to send email notifications to users of
the YoungDeveloperPlatfrom, informing them about new posts, comments, or replies
on their posts, which is reminders about their favorite topics or deadline for job or
internship posts made. Amazon SES provides a highly scalable and reliable email
service that ensures the delivery of email notifications to users.

The use of Amazon SES in the YoungDeveloperHub application is to provide a
cost-effective and scalable solution for sending email notifications to users. Amazon
SES can handle large volumes of email messages, providing the ability to send email
notifications to thousands of users at once. The service also includes features such
as email tracking, verification, and email reputation management, ensuring the high
deliverability of email messages.

In addition, Amazon SES is highly flexible, providing multiple ways to integrate
with the YoungDeveloperHub application, including SMTP (Simple Mail Transfer
Protocol), API (Application Programming Interface), and the AWS SDK (Software
Development Kit). Also email.js is to be implemented as it also uses integration
with AWS SES for quicker development time and produces the same effect in such
verifying or sending emails are the examples.

The utilization of Amazon SES in the YoungDeveloperHub application is to enable
efficient communication with students, ensuring they receive timely and relevant
notifications about their learning progress, new opportunities, and updates. Addi-
tionally, the cloud-based email service is to provide reliable and secure email delivery,
ensuring that users receive the email messages they need them.

In summary, the utilization of Amazon SES in the cloud infrastructure design and
architecture and deployment of the YoungDeveloperHub application is to provide
a scalable, reliable, and cost-effective solution for sending email notifications to
students. Amazon SES is to allow for efficient and timely communication with users
and administrators as well, ensuring that they receive email messages when they
want to sign up for updates on their favorite post or topic and or simply contact an
administrator for new topics or give feedback. [27]
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For this figure 4.8.3 shown the use verifying and sending emails to users.

4.8.4 Deployment Pipeline

A deployment pipeline is to be set up using LaunchDarkly to automate the de-
ployment process and ensure that new changes to the app are deployed seamlessly.
LaunchDarkly is a feature flagging and management platform that allows to manage
and control the release of new features of the applications. By using feature flags,
the app can release new features to a small subset of users and gradually roll out to
larger audiences, reducing the risk of bugs or issues affecting all users.

In the deployment pipeline, LaunchDarkly is to be used to manage feature flags
and control the release of new features to the YoungDeveloperHub application such
improving the handling of unused content that has a low popularity rank. The
pipeline is to start with code changes being pushed to the source control repository
(GitHub). Once the code has been successfully built and tested, LaunchDarkly is
to be used to create a new feature flag to control the release of the new feature or
changes made to the existing features.

Once the feature flag is set, the deployment process is to continue using Launch-
Darkly to gradually release the new or update the current feature to selected users.
This can be done gradually, with a small percentage of users receiving the new fea-
ture first, or all at once, depending on the requirements and risks involved in the
process of deploying, then see how it will affect the app. Bitrise which an iOS devel-
oper tool CI/CD that does pretty much the same thing. That was used for testing
for those devices as they have smaller screens [28].

Using LaunchDarkly in the deployment pipeline is to allow for a more controlled
and streamlined release process, reducing the risk of issues or bugs affecting all
users when they use the platfrom. By using feature flags, the app performance can
gather feedback and make improvements to the new feature before releasing it to all
users.
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In summary, using LaunchDarkly in the deployment pipeline for the YoungDevelop-
erHub application is to provide a more controlled and streamlined release process.
LaunchDarkly’s feature flagging and management platform is to enable developers
to manage the release of new features and changes, while gradually releasing the
new features to selected users at one at the time [29].

4.8.5 LaunchDarkly flagging system

Create a feature flag
A feature flag lets you control who can see a particular feature in your aj

Android Flutter Roku Electron JavaScript React

React Native C/C++ (client) i0S Node s (client) Vue
Xamarin

Flag variations

Referring to this figure, use of flag system was tried for CI/CD for the app 4.8.5.

4.9 Conclusion

In conclusion, building a robust and scalable application requires careful consider-
ation of the architecture and technologies used. In this proposal, it is discussed
various AWS services such as EC2, S3, and SES, as well as LaunchDarkly, that
can be utilized to build and deploy a modern web application such as YoungDevel-
operHub. The proposed architecture utilizes EC2 instances and cloud database to
provide a scalable and reliable infrastructure for hosting the application. S3 can be
used for storing static assets, and SES with email.js can be used for sending emails
to users. Additionally, LaunchDarkly can be used to manage feature flags and con-
trol the release of new features, which is to help to reduce the risk of bugs or issues
affecting all users. Overall, the proposed architecture and the design is to provide a
solid foundation for building and deploying a modern web application, while allow-
ing for flexibility and scalability as the application grows. The next chapter is to dig
deeper into the timeline and the development, implementation, and testing of the
proposed designs and architecture, discussing the various features and components
and how they work together to provide a seamless user experience.
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Implementation and Testing

In this chapter, the implementation and testing process for the application is exam-
ined, it involves building and deploying the application on the cloud infrastructure,
and testing its functionality, security, and performance. To follow an agile devel-
opment process [30], using sprints, and continuous integration and deployment, to
ensure that the application meets the requirements and expectations of its users.

5.1 Implementation process

5.1.1 Sprint planning and backlog

At the start of each sprint, is to hold a sprint planning meeting to prioritize the
tasks in the project backlog and ensure that the most crucial tasks are completed
punctually and in the correct order. The backlog will be managed using TEAM-
WORK Project and Management Software and will be regularly revisited and up-
dated throughout the development process.

5.1.2 Development process

Following an iterative development process, using sprints that are typically esti-
mated between 2 to 4 is weeks long, depending on the complexity of the feature.
During each sprint, is to will develop and test new features, using modern UI design
and backend technologies, such as React.js, MongoDB, and Node.js. Below shown
updated dates of the sprints.

o 27th September - Proposal, Designs and research into the technologies for the
app

o 18th October - Login and Register System for users

o 10th November - A “Post” feature to share knowledge by students within the
application

o 29th November - Administration feature for deleting irrelevant or outdated
content
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e 8th December - Dashboard for user and admin for view their content and other
exclusive features to each roles

o 10th January - Email verifications, Authentications and notifcations

o 29th January - More quality life changes to UI, popularity counter, comments
o 6th February - Coding tool with user requests to Admin

o 20th February -Use AWS cloud services to host the app for use worldwide

o 15th March - More testing before deploying application on AWS cloud service

o 2nd April - Refinements and bug fixing if any found

5.1.3 Continuous integration and deployment

The use of continuous integration and deployment (CI/CD) to automate the devel-
opment, testing, and deployment of the application. This will involve setting up a
pipeline that will automatically build and test the application code, and then deploy
it to the cloud infrastructure.

5.1.4 Testing process

Conducting rigorous testing of the application, using a combination of automated
testing and manual testing. Automated testing will involve using tools such as
LaunchDarkly and Postman to test the functionality of the application, while man-
ual testing which involves testing the user interface and user experience. Through
desktop and mobile devices, testing the security and performance of the application
on localhost.

5.1.5 Refinements and bug fixing

Upon completion of the testing process, it is vital to perform tests such as debugging
the application in order to detect and single out any persisting glitches or bugs.
The application’s functionality, security, and user experience also is important to be
tested, so that security is not compromised by either the bug or tests.

5.2 Code snippets and examples of key features
and functionality

In this section, some code snippets and examples of key features and functionality
are included in the application. These features and functionality are designed to
help young students and developers to share their experience, knowledge, and skills
with each other, and include features such as internships, notes, and CV advice.
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5.2.1 Login and Register System
18th October - Login and Register System for users

Here’s an example of how the login and register system works in the application.
Users can create an account by entering their email address and a secure password,
which is then encrypted and stored in the database. Once registered, users can log
in to their accounts by entering their email addresses and password. As shown in
figure C.1

5.2.2 Post Feature

10th November - A “Post” feature to share knowledge by students within
the application

The post feature allows users to share their knowledge and expertise with other
users by creating a post. Users can include text, images, and links in their posts,
and can choose to make their posts public. As shown in figure C.3

5.2.3 Administration Feature

29th November - Administration feature for deleting irrelevant or out-
dated content

The administration feature allows administrators to delete irrelevant or outdated
content from the application. This helps to keep the application up-to-date and
relevant to its users. As shown in figure C.5

5.2.4 Dashboard, Profiles and Updates

8th December - Dashboard for user and admin to view their profile and
other exclusive features to each roles

The dashboard provides users with an overview of the most recent posts and discus-
sions, alllows access to their own profile and settings. This makes it easy for users
to stay up-to-date with the latest information and connect with other users in the
community, which creates a sense of social circle for the users.As shown in figure
C.8

5.2.5 Email Notifications
10th January - Email verification, authentications and notifications

The application sends email notifications to users when their posts receive comments
or likes, or when they receive a message from another user. This helps to keep users
engaged with the application and encourages them to stay connected with other
users in the community. As shown in figure C.11
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5.2.6 Ul improvements and additional features

29th January - More quality life changes to UI, popularity counter, com-
ments

It’s important to continuously improve the user interface (UI) and add new features
to keep the application relevant and engaging for users. This can involve gathering
feedback from users and making adjustments to the design to enhance usability and
user experience. Additional features can be added based on user needs or emerging
trends in the industry, such as integration with new technologies or services. By
constantly iterating and improving the application, it can continue to meet the
changing needs and expectations of its users. As shown in figure C.16

5.2.7 API integration with more additional features such
comments etc.

6th February - Coding tool with user requests to Admin

One potential additional feature for YoungDeveloperHub could be the integration of
a commenting system, allowing students to provide feedback and discuss posts with
each other. This could be achieved through integration with an existing commenting
service, or by developing a custom commenting system within the application. This
would enhance the social and collaborative aspects of the platform, encouraging
discussion and peer-to-peer learning. As shown in C.21

5.2.8 Cloud services tweaks, tunes, and deployment

20th February to 15th March - Use AWS cloud services to host the app
for use worldwide and More testing before deploying the application on
AWS cloud service

May need to configure load balancing to distribute traffic evenly across the server,
or implement caching to reduce the load on the server and improve response times
[31]. Additionally, the integration with other cloud services, such as a database
(MangoDB Atlas) or a messaging service (email.js). This can provide additional
features like persistent data storage, real-time communication, or background job
processing. For example, we could use a cloud-based database to store user infor-
mation and comments and use a messaging service to notify users of new posts or
comments.

Deployment to the cloud also requires careful consideration of security. Need to
understand that the application is protected from common threats like SQL injec-
tion, cross-site scripting (XSS), and denial-of-service (DoS) attacks [32]. This can
be achieved by implementing security best practices like input validation, output
encoding, and rate limiting. As shown in C.25

Mobile Responsiveness for iPhone vs Android also is developed in the
background

As shown in figure C.23
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5.3 Testing methodology and results

In order to ensure the quality and reliability of the application, a thorough test-
ing methodology throughout the development process. The testing methodology
consisted of the following steps:

1. Unit testing: is to perform unit testing on each component of the application
to ensure that it functioned as expected and to catch any bugs or errors early
on in the development process. For example, the requests sent by the user are
received by the server.

2. Integration testing: is to perform integration testing to ensure that all
components of the application worked together seamlessly and to identify any
potential issues or conflicts. For example, the information from the server-side
correctly displays on the client-side, and both communicate without issues.

3. Goal testing: is to perform system testing to ensure that the application
met all of the requirements and specifications outlined in the project brief.

4. Acceptance testing: is to perform testing with quality testers [E| to ensure
that the application met the needs and expectations of the target audience.

The acceptance testing phase yielded positive results at first, with quality tester
student reporting that they found the application to be user-friendly E, intuitive,
and helpful for sharing knowledge and collaborating with other users. The feedback
from the testers helped to make additional improvements and refinements to the
application before its final release on EC2.

To conclude this part, the testing methodology is essential in ensuring the quality
and reliability of the application, and having the acceptance testing phase helped us
to ensure that the application met the needs and expectations of the target audience.

5.4 Analysis of tests of load and response

Throughout the testing phase of the project, the use of manual and automated
testing methods was to collect some data and analyze the test results. The analysis
of test results and performance metrics included the following;:

o Load testing: The application has to handle a large number of users and
posts without experiencing any significant performance issues [33].

« Response time: The application needs to be fast and responsive for users.
the response time measurements show that the application consistently re-
sponded to user requests [? |.

User that is given early build access, helped to provide feedback on the load testing,
response times, and bugs that had been shown in the interview with them. Thus,
demonstrated that the application could handle a large number of users and posts
without any significant performance issues but had issues on the front-end side,
probably from using too many libraries which resulted in some issues in rendering.
Also, the response time from their perspective was adequate, as it loaded as any
website with modern standards. The application is fast and responsive for users but

CHAPTER 5. IMPLEMENTATION AND TESTING 35



Community cloud for knowledge/skill sharing

indicated some of the interface libraries did not hinder the performance during the
tests but had issues with some visual bugs.

The analysis of test results and performance metrics confirmed that the application
was able to meet the needs and expectations of the target audience. It provided valu-
able insights that are to be used to make additional improvements and refinements
to the application in the future ahead.

5.5 Optimization and performance tuning

During the development and testing phases of the project, is to identify several
areas where it can be optimized and tune the application for better performance
and efficiency. The optimization and performance tuning efforts focused on the
following areas:

« Database queries: is to optimize the database queries to ensure that they
are stored fast and efficiently. Use of indexes, caching, and other techniques
to reduce the time it took for the application to retrieve and update data from
the database.

o Code optimization: To optimize the code to ensure that it was clean, main-
tainable, and scalable. The best practices and design patterns used from [34],
reduce the complexity of the code and improve its performance and maintain-
ability.

These small optimization and performance-tuning efforts were small steps to the
bigger success of the project. Throughout the development process, making strate-
gic decisions with trade-offs in mind, helped in order to optimize the application’s
performance and ensure its functionality. Having integrated the application with a
variety of other systems and tools in order to provide a more comprehensive and
valuable user experience for the community and consistent testing to make sure
there are no bigger problems that could arise.

Now that the application has been developed and tested, it is time to evaluate the
results and assess the effectiveness of the application in meeting the needs of the
users. The next following chapter’s discussion is on the evaluation and results which
will provide a detailed analysis of the project’s success and areas for improvement.
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Chapter 6

Evaluation and Results

The final product of this project is collaborative learning and knowledge-sharing the
application that is specifically designed for students and developers. The application
includes key features such as real-time posting features made by the students or
developers through cloud services SES, user profiles, and a popularity counter for
the most visited posts. It is also optimized to handle loads of data such as storing
images due to the use of cloud service S3 buckets. The application is deployed to a
cloud platform using EC2, making it easily scalable and accessible to users around
the world when they are not in a laboratory, class, or working.

Focus on design which is learning from each other and having the support of the
cloud services. These services made it possible to create the important features
listed 3.5.1 for the users. The technical implementation and development process
of the project was designed to ensure that the application was able to handle many
users and the content they post.

The user feedback and evaluation phase played a vital role in gaining insight into the
creation of the project which was questions from graduates [D] and quality tester
feedback [E]. This helped to identify areas for future development and improvement.
When considering expanding this idea of the app, having multiple communities
that log on and view their specific area of degree or expertise is the future goal in
expansion to a wider audience.

6.1 The success and effectiveness of the project

The success and effectiveness of this project can be evaluated based on a variety
of factors, including the achievement of the developer and research objectives from
Chapter 1, and acceptance criteria with metrics from Chapter 3.

Having successfully developed and implemented a full-stack application with a mod-
ern user interface with integrated cloud services that are provided by Amazon Web
Services. The application meets the requirements outlined by developer objectives,
including a dedicated system for saving users’ credentials and posting content, as
well as a range of cloud services for verification, emails, and hosting the app.

Secondly, user feedback has been overwhelmingly positive but there are a few sug-
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gestions such as better search functionality and more collaboration e.g user create
their own subgroup with their favorite topics.

Finally, the acceptance criteria and metrics indicate that the application is func-
tioning well and meeting the needs of the users e.g handling many users at each
time.

Overall, this project has been in some way successful and effective in achieving its
goals basic goals but there a lot of room for exploring new features and improving or
expanding the architecture to use more cloud services or use more external services.
If the application can continue to grow and develop continuously, it can be a valuable
platform for the community.

6.2 Comparison with the initial goals and require-
ments

Analyzing the developer objectives it has achieved most of the goals that were out-
lined, but has a few bugs with some minor issues with page refreshes. Nevertheless,
in general on the technical or developer level it has been mostly successful. Reflect-
ing on research objectives, there are a lot of things that can be done to make the app
better in solving the issues, such how effective this app is in promoting knowledge
sharing and collaboration to the targeted audience. In Chapter 1, it was mentioned
about other platforms, and how convoluted they are with their audience or content.
If YoungDeveloperHub, can keep getting support and more features integrated which
will be discussed in the next Chapter 7, it will solve these research objectives. Also
exploring more cloud technologies will make this platform not only scalable, and
maintainable but also very cost-effective for development which eventually reaches
and accomplish these objectives and might go beyond that.

6.3 User feedback and evaluation

User feedback and evaluation are essential components in assessing the effectiveness
of the application and its ability to meet the needs of the target audience. In order to
gather user feedback, the interview was conducted with a graduate, and the quality
tester was to collect information on the user’s experiences with the application and
give feedback to the developer.

The results of the user feedback and evaluation are positive, with users expressing
their satisfaction with the platform it has provided for them to share their experi-
ences and knowledge. Users have reported that the application is easy to use and
provides a valuable resource for academic and professional pursuits.

Overall, the user feedback and evaluation have confirmed some of the effectiveness
and value of the application to the target audience, and there is an opportunity to
have this platform be a resource for young students and developers who pursuing
their degrees and roles as developers. The ability to share experiences and knowledge
in a semi-controlled environment can bring loads of users and keep the app focused
on providing content to the core user base.
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6.4 Identification of strengths and weaknesses

Through developing and testing the application, it had several strengths and weak-
nesses.

Some of the strengths of the application include its modern user interface, efficient
cloud infrastructure, and reliable architecture. One of the key weaknesses of the
application is the need for more features and bug fixes that were mentioned previ-
ously. While it has achieved uptime rates on the cloud and fast page load times,
but there is always room for improvement in these and other areas. Additionally,
the application is currently limited to a specific community of young students and
developers, and there is an opportunity for us to expand the user base and reach a
wider audience. Overall, it believes that the strengths of the application outweigh
its weaknesses for now but in the long term, there needs to be more support and
new features added to keep the user base engaged.

Moving forward, plan to continue developing and refining the application to further
enhance its value and functionality for the YoungDeveloper’s users. This is explored
in the next Chapter 7, the potential new features and integrations.
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Chapter 7

Conclusion and Future Work

In this final chapter, is to summarize the key findings of the project and reflect
on the successes and challenges that were encountered throughout the development
process. Explore potential future directions and areas of further research, and outline
the new future goals, to continue developing and refining the YoungDeveloperHub
application.

Throughout the project, the use of modern UI features is explored, efficient cloud
infrastructure, and a range of functionalities to create this platform.

Moving forward, the project is committed to continuing to develop the application
to meet the evolving needs of the users and provide a valuable resource for students
and developers who are either pursuing their degrees or careers as developers. The
potential new features and integrations can expand the user base to reach a wider
audience in multiple communities.

Overall, the project has been a valuable learning experience working as a full-stack
developer, and are proud of the work that has been accomplished. Hoping that
the application will continue to provide value to its users and serve as a valuable
resource for young students and developers.

7.1 Future directions and potential improvements

Moving forward, there are several potential directions and improvements that it can
explore to enhance the functionality and value of the application from the feedback
of the interview [D] and quality tester [E].

One potential direction is to explore integration with external APIs, such as the
Canvas API, to further expand the range of functionalities and resources that the
application provides. This integration could enable users to access and interact
with their Canvas accounts directly through the application, allowing for seamless
integration with their academic studies.

Additionally, it can further optimize and tune the performance of the application to
ensure its reliability and scalability. This could involve exploring additional cloud
services, implementing caching mechanisms, and optimizing the database queries to
improve load times are one of the examples.

40



Community cloud for knowledge/skill sharing

This can expand the user base and reach a wider audience. This could involve ex-
panding the marketing efforts, partnering with academic institutions to promote the
application, and exploring ways to attract users from outside of the target commu-
nity.

Overall, there are many potential improvements and directions that it can explore to
further enhance the value and functionality of the application, and it is committed
to continuing to develop as long it keeps on track with the originally targeted users.

The application has successfully achieved its intended purpose of as a valuable re-
source for young students and developers to share their experiences and knowledge.
Now let’s explore things that can come about:

1. Integration with Canvas API: To integrate the application with the Can-
vas API, which will allow Canvas-based online learning management systems,
further expanding the reach and functionality of the platform and this can
result in better interaction and communication with lecturers.

2. Advanced search functionality: Enhance the search functionality of the
application, allowing users to more easily find relevant information or resources
with filter pills that contain specific keywords, categories, etc.

3. Al recommended system: Following trends about artificial intelligence as it
has been taken off and most applications use it. Introducing bots or learning
models to adapt to user preferences and what their profile is in interest by
learning their views or interactions with different posts as one of the examples.
This can keep users more engaged and expand the life of the app.

4. Improved user experience: Keep continuing to improve the user experience
of the application, incorporating user feedback, to create a more intuitive and
user-friendly platform that meets the evolving needs of users and modern
trends.

5. Reward system: For the most dedicated users who spent most of the time
either helping or posting to improve the app. A rank or reward should be a
feature to be considered to show appreciation for the commitment.

Looking to the future, there are several areas in which the application could be
improved or be taken into something bigger. The solid architecture in place, having
this new future features such integration with Canvas API, machine learning, en-
hanced search functionality, and also maybe adding more improved security features
can make this platform worth the time and investment.

Overall, we are proud of the success and effectiveness of our project and believe
that it represents a valuable resource for young students and developers around the
world. We look forward to further developing and optimizing our platform in the
years to come, and continuing to provide a valuable service to our users.




Appendix A

A.1 Code Repository

The code repository for the Hub platform is available on GitHub (username: de-
vnikolz project: FYP-Cloud). The repository contains the code used to develop the
platform, including the front-end and back-end code, as well as the dependencies.

The front-end code is built using React, a popular JavaScript library for building
user interfaces. The back-end code is built using Node.js and Express, for the server-
side. The database used for the platform is MongoDB Atlas, a cloud-based database
service.

The repository contains separate folders for each component of the platform. Each
folder contains the necessary files and code for that component. To access the code
repository, simply follow the information provided, to download it. From there, you
can clone the repository or download the code directly.
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Appendix B

B.1 Original Designs

Home | Submit user @

Categories

Careers CV Tips for students Best languages to learn

LinkedIn Tips Another Category Yet Another Category

Figure B.1: Original design of homepage
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Home | Submit user @

Submit

. Free  Paid
Price Type: o ®

Video  Book
Content Type: ® o

Figure B.2: Original design of submission Page

Home | Submit user @

Login

Figure B.3: Original design of login page
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Update profile

Figure B.4: Original design of selecting page
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youngdevelaperhub@gmail.com
Forgot Password

Figure C.1: Screenshot of login feature
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Figure C.2: Login feature code snippet

YYoung Developer Hub

Submit Post

[J cVand Tips

[ Programming Help

[ Best Course to improve CS skills
[ Graduate Roles

[ Star methods and other

[ Interships

[ Code

() Study Tips

() Share experience

Type

Content

Title
Description

URL

UPLOAD IMAGE

Figure C.3: Screenshot of post feature
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Figure C.4: Post feature code snippet

Young Developer Hub

List of categories

CVandTips Programming Help  Best Course to improve CS skills ~ Graduate Roles

UPDATE DELETE  UPDATE DELETE UPDATE  DELETE UPDATE  DELETE

Star methods and other  Interships Code Study Tips ~ Share experience

Shine like a STAR at M i

interviews
3%

UPDATE  DELETE UPDATE DELETE UPDATE DELETE UPDATE DELETE UPDATE DELETE

Figure C.5: Dashboard of admin "update” and "delete” feature
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Figure C.6: Code snippet of this dashboard above

Young Developer Hub

Update Profile

Name*

Admin

Category
CV and Tips
Programming Help
Best Course to improve CS skills
Graduate Roles
O Star methods and other
O Interships

J Code

O Study Tips

(U Share experience

UPDATE

Figure C.7: Profile update for

users

Name *
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Figure C.8: Dynamic letter name change

Young Developer Hub

° Niko

n.lozko17@gmail.com

ONLINE

Actions

SUBMITALINK  UPDATE PROFILE

Your Posts

test
ssfdsfsdfsdgsdf

http:/flocalhost:3000/user/link/create
2 days ago by Niko UPDATE || DELETE

test
ssfdsfsdfsdgsdf

http:/flocalhost:3000/user/link/create
2 days ago by Niko uppatE | DELETE

test
ssfdsfsdfsdgsdf

http:/flocalhost:3000/user/link/create

UPDATE || DELETE

test
ssfdsfsdfsdgsdf

http:/flocalhost:3000/user/link/create

Figure C.9: User view their posts feature
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Figure C.10: Code snippet of the two figures above

= M Gmalil Q  search mail Er @ @& i °
/ Compose ¢« @ 0@ 8 0 & ® D Tof126 5 B
n.lozko17@gmail.com via amazonses.com 150AM (O minutesago) vy 1
& Inbox 96 < tome v
¥ Starred ()
® Snoozed New post published | youngdeveloperhub.com
B> Sent _— N . g
Anew link titied Best Tips right now to Use! has been just publinsed in the following categories. s
[) Drafts
N CV and Tips
ore
= +
Labels + LN
Check it out!

Do not wish to receive notifications?

Turn off notification by going to your dashboard > update profile and uncheck the categories

Figure C.11: SES email notification system for new "post alert”
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1
1

Mi Gmail Q  search mail

i
T

ooz @

/ Compose < o 8 0 @« [ 3ofte < > B
O inbo % New message from inbox x a B
x
Y Starred Young Dev v ) .
g Devvia amazonses.com Wed, Apr 5, 1133AM (12 daysago)  ¥¢ € § @
@® Snoozed tome ~
B Sent Hello, :
[ Drafts You got a new message from :
v More
Need more topics
+

Labels iy

Best wishes,
EmailJ$ team

Email sent via

T N/ -\
(€ Repl; ) ~ Forward )
\ isdAN J

Figure C.12: Email.js message to Admin

Figure C.13: Code snippet of the messaging and alert systems
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OPTIONS /api/link
POST /api/link 4
TIONS /api/link

sbucket-young
0e11 ee9-0e9323547b63.png ",
00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 20 00 01 la @0 05 00 00 00 01 00 00 00 62 01 1b 00 05 84926 more bytes>,

ContentType

AWS UPLOAD RES DATA {

api/link 2

Bucket: 'awsbucket-yo
Key: 'lin 12-132d-
Body: <Buffer ff d8 ff el 28 @ 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 @1 00 01 00 00 01 la 00 05 00 00 00 01 00 00 00 62 01 1b 00 05 ... 84926 more
ACL: 'pub

ntentEncoding:
ContentType

AWS UPLOAD RES DATA {

5-205d151aef81" },

£1-000000

email submitted
letadata: {

Figure C.14: Screenshot of server successfully working and delivering the messages
and notifications

YYoung Developer Hub
Niko

Trending
Submit a link
Gode Editor
QaA

Request a topic

Welcome Young Developer

dWs

Topics
A secure cloud services

platform L)

Figure C.15: New improved UI homepage
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View the Topics

If you have suggestion, navigate to request a topic tab

Best Course to improve CS Code
skills

Share experience

Figure C.16: Improved UI for topics page

Share experience

Generating random paragraphs can be an excellent way for writers to get their creative flow going at the beginning of the day. The writer has no idea what topic the random paragraph will be about when it appears. This forces the writer to use creativity |
complete one of three common wriing challenges. The writer can use the paragraph as the first one of a short story and build upon it. A second option is to use the random paragraph somewhere in a short story they create. The third option is to have t
random paragraph be the ending paragraph in a short story. No matter which of these challenges is undertaken, the writer is forced o use creativity to incorporatethe paragraph into their writing.

0 @

R, +1-555-1204

Join my newsletter
contact@domain.com

17/04/2023, 02:15:56
© 2023 All rights reserved

Figure C.17: Footer Ul
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Young Developer Hub

Frequently Asked Questions

Content

CREATE THREAD

Figure C.18: FQA page for users

How to write a CV: Tips and examples

To write a good GV you must first make sure you know what
your goals are. You need to write your CV with a specific job
in mind. The right CV will get you an interview quickly; a badly
written CV may mean you won't even get a rejection.

v and Tips

Published by Student: 47 Popularity

How to write a CV

When it comes to writing a CV, try to keep it simple. Limit it to
two pages of the most relevant and important information
about you. This includes your education, qualifications,
relevant jobs and work experience, achievements and
interests that help prove you've got the right skills for the job.
Look carefully at the job description and emphasise the skills
or experience mentioned. There's no need to include
information that's more than five years old, unless it's relevant
to the job you're applying for. You also do not need to include
personal information such as your gender, nationality, marital
status or a photo of you

oV and Tips

Published By Developer: 3 Popularity

R, +1sss-1234

contact@domain.com

in my newsletter

Figure C.19: Roles such "developer” or "student” post created feature
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YYoung Developer Hub

Figure C.20: Request topic to the administrator or leave feedback

YYoung Developer Hub

Request A Topic

Name
Email

Message

SUBMIT

Practice some Python coding

1 fornum in range(1, 101)

2 ifnum%3==0and num%5==0:
3 print("FizzBuzz")

4 ifnum%3==0;

5 print("Fizz")

6 ifnum%5==0;

7 print("Buzz")

8 else

9 print(num)

utput: 1
2

Fizz

b

uzz
Fizz

FizzBuzz
IFi7s

Figure C.21: Python online code editor
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Figure C.22: Code snippet of the online code editor from above figure

Welcome
Young
Developer

Figure C.23: Figure of iPhone 12 model test
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Dimensions: Samsung Galaxy S20 Ultra v [ 412 | x| 915 62% v Nothrottling v

Young Developer Hub .

Welcome
Young
Developer

Topics
Asecro cloud
services plattorm

Figure C.24: Figure of Android S20 model test

C.1 AWS deployment

& eu-west-1.console.aws.amazon.com)

1ib/systend/systen/nginx.

1-05e46199529525956 (MyDevServer)
Publics: 54.195.215.198  PrivatelPs: 172.31.15.251

B productkey.pem

Figure C.25: Running EC2 instance Ubuntu version
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Figure C.26: EC2 Dashboard

v ©  AccessManager v  Billing AllClusters  GetHelp +  YoungDeveloperHubAd.

Q Atlas 8 Nikolajs's O

M FYp v i DataServices  App Services Charts LN

& DEPLOYMENT NIKOLAJS'S ORG - 2022-10-01> FYP.
Database Database Deployments

Y

[ SERVICES

Triggers
FREE SHARED

@® ClusterFYP {Connect ‘ View Monitoring H Browse Collections
Data API J\ VAN

Data Federation

Search # Enhance Your Experience oR 0 ©®  Connections 7.0 ® ein16.0 B/s ©  DataSize 295.5 KB [}
. W e Out 302.0 B/s
Forproductonthroughputond {10 e
8 sEcurITY richer metrics, upgrade to a o “ : o
dedicated cluster now! E e
Backup
Database Access Upgrad
Network Access
Advanced
VERSION  REGION CLUSTERTIER TveE BaCKUPS LINKEDAPPSERVICES  ATLAS SEARCH
6.05 AWS / N. Virginia (us-east-1) MO Sandbox (General) Replica Set - 3 nodes Inactive None Linked Create Index

New On Atlas 1

Goto

n s All Good

3 MongoDB, Inc.

Figure C.27: MangoDB atlas cluster active
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Appendix D

D.1 Interview Questions - Graduate

1. What kind of technical or non-technical skills can I learn on YoungDeveloper-
Hub?

The platform offers opportunities to develop non-technical skills such as team-
work, communication, and problem-solving. You can also find useful content
for third-year students such as content on topics such as internships, graduate
roles, project ideas, etc. The platform’s user-generated posts allow students
to learn from each other and build a diverse skill set.

2. Can I find job or internship opportunities on YoungDeveloperHub?

Yes, you can find job or internship opportunities on YoungDeveloperHub. The
platform provides a place for students and recent graduates, to have access to
a variety of learning resources, including job and internship postings. You can
browse through the available jobs or internship listings to find opportunities
that match your interests.

3. Can I request specific topics to be covered on the platform?

Yes, you can request specific topics to be covered on YoungDeveloperHub.
The platform offers a social community where students can interact with the
admin to request relevant topics to be covered on the platform. If you have a
specific area of interest that you would like to learn more about or a particular
skill you would like to develop, you can request it through the platform’s com-
munity. The admin can then consider your request and add relevant content
or resources to the platform to meet your needs.

4. Can I collaborate with other students on group projects through YoungDevel-
operHub?

Currently, YoungDeveloperHub offers a social community where students can
interact with each other and leave comments and feedback on each other’s
posts. However, the platform is still developing its more advanced collab-
oration features, and in the future, hoping there will be more progress in
development to make groups and enable more collaboration among students
with direct messages or user-created groups.
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Appendix E

E.1 QA Feedback - Student

1. Overall, the YoungDeveloperHub application was well-designed and user-friendly.
2. Appreciate the popularity rank that tracks students’ most popular posts.

3. The application had a good range of learning materials and tools available
for students to use, such as the online coding tool, but can be improved with
multiple languages support

4. Identified a few minor bugs during testing, such as occasional slow loading
times and some issues with post-formatting.

5. Additionally, there were a few areas where the application could benefit from
additional features or improvements, such as more advanced search options
and the ability to filter posts by topic or popularity level.

6. Suggest adding more interactive elements to the platform, such as quizzes or
interactive coding challenges, to further engage students and enhance their
learning experience.

Overall, the QA tester felt that YoungDeveloperHub had great potential and
could become a valuable resource for students looking to improve their collab-
orative skills.
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Appendix F

F.1 Code Repository

The code repository for the Hub platform is available on GitHub (username: de-
vnikolz project: FYP-Cloud). The repository contains the code used to develop the
platform, including the front-end and back-end code, as well as the dependencies.

The front-end code is built using React, a popular JavaScript library for building
user interfaces. The back-end code is built using Node.js and Express, for the server-
side. The database used for the platform is MongoDB Atlas, a cloud-based database
service.

The repository contains separate folders for each component of the platform. Each
folder contains the necessary files and code for that component. To access the code
repository, simply follow the information provided, to download it. From there, you
can clone the repository or download the code directly.
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Appendix G

End

In conclusion, the YoungDeveloperHub platform is a cloud-based web application
designed to help young students and developers in learning and enhancing their
skills. The platform offers a wide range of learning materials and tools, a person-
alized dashboard to view posts and offer suggestions for improvement. A social
community for collaboration and feedback. The use of cloud services allows the
platform to provide a scalable and accessible learning environment.

Providing a functional and user-friendly platform was a success. However, there is
still room for improvement, such as, integration with Canvas, machine learning to
personalize the learning experience. Also adding more social features such direct
messages and user created own groups.

The completion of this dissertation would not have been possible without the guid-
ance, support, and contributions of many individuals. I would like to express my
heartfelt gratitude to everyone, my friends and family, especially my grandparents,
the participants in the user research and quality testing.

Finally, I hope that this dissertation contributes to the field of education and in-
spires others to develop innovative solutions that enhance the learning experience
for students and young developers across the world.

Thank you for reading.
Date: April 24, 2023
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